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WAF (Web Application Firewall) RFP

RFP General Requirements

The OEM Solution must possess all the required specifications mentioned in Part
‘Mandatory Requirements’.

The OEM must have hardware and VM based solutions to support the requirement.
The OEM should not be currently blacklisted by any Govt. dept. /Public Sector Unit.
The OEM must be Gartner’s quadrant, NSS Labs, or any equivalent Test report &
certifications.

The OEM should be in the 5. Gartner Magic Quadrant for "Web Application Firewalls"
for last 3 years.

The OEM should have deployed similar type of solution within the last 2 years in
Palestine.

The OEM must have support office in Palestine.

Solution should protect against common threats such as those identified in the OWASP
top 10 latest release.

The proposed solution must use Al (Artificial intelligence) and machine learning
techniques.

10. OEM must be able to provide a Presentation and POC on request.

Technical Mandatory Requirements

The following is the list of the mandatory requirements that will form a part of the Web
Application Firewall.

1. General Introduction:

A.

moam

Product Architecture: - The solution should support different deployment modes: Inline
Transparent, True Transparent Proxy, Reverse Proxy, Full Proxy and Non-Inline Sniffing.
Describe each deployment mode.

Solution should support Active-Active and Active-Standby mode.

Should be Dedicated Platform based solution.

Should support Zero Trust approach.

Should support predefined Policies for the common web applications, like: Drupal,
Moodle, office 365, ...etc.

2. Platform: (Minimum Requirements)

A.
B.

Ports: Should support 10/100/1000 Ethernet Ports, SFP + Slots for 10G Interface
Should have Management Port
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C. Should have Dual Power Supply (Hot Swappable)
D. Atleast 1TB internal Storage
E.  Minimum Throughput 1 Gbps

3. Performance: (Minimum Requirements)

a. HTTPand HTTPS
i. Can Cover Transactions for HTTP and HTTPS sessions for All public
applications and eservices, that will include 40 public applications and
eservices that serve 15,000 Student and staff,
ii. Solution should be scalable for any future growth.
iii. Throughput HTTP/ 750Mbps HTTPS/ 1Gbps
iv. Concurrent Connections HTTP/ 700,000 CPS HTTPS/ 100,000 CPS
b.  SSL Re-encryption and SSL acceleration required
c. Encryption: 2048 bits SSL

4. WAF Features:

A. Solution should be able to protect against Web Protocols and other network attack
targets while delivering uninterrupted service for legitimate connections.

B.  Should support Positive, Negative and Hybrid Security Model.

C. Should have auto learning protection and easy manual deployment controls. Auto
Learning and Auto Protection should co-exist.

D. Should have signature based Negative Security Model, which should protect against:

1. Cross site scripting (XSS) 16. Protection against known

2. Layer 4 & Layer 7 DoS and database and Web server
DDoS vulnerabilities

3. SQL Injection 17. Forceful browsing

4. SQL LDAP and XPath 18. Broken access control
Injections 19. Request smuggling

5. Generic Attacks

6. Brute Force

7. Trojans

8. Known Exploits

9. Information Disclosure

10. Form Field Parameter
Tampering and HPP
tampering

11. Session high jacking

12. Cookie manipulation and
poisoning

13. Buffer Overflows

14. Bad Robot

15. Credit Card Detection
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E.  Should protect against Sensitive Data Leakage protection using response scrub. It should have
minimum features like

1.
2.
3.
4.
5.
6.
7.
8.
9.

F,

G

H.

I

d,

K.

L

M

N.
1.
2
3.
4.
5.

PHP information leakages

1IS default location

ASP / ISP source code leakages

SQL error leakages

Directory Listing

HTTP Header Leakage

Access to admin folder

Slowloris and other low & slow availability attacks
Prevention of Error messages leakage

Should support Policy evasion Detection

Should be able to do manipulation of invalidated input

Should protect against Remote File inclusion attacks

Should protect against request for restricted objects and file types

Should protect against Directory/ Path Traversal

Should protect against known worms and vulnerabilities

Should be able to implement geo-location policies to restrict access
- Should prevent OS and web server fingerprinting

WAF should support

Schema validation

Parser Protection (XMS Bombs)
XPATH injection

RSS/ Atom feed injection

ICAP protocol

O. Should provide XML filtering and validation

P.  Should protect from low reputation source from known bot, malicious source, anonymous proxy,
known scanners, Windows exploits

Q. Anti-DoS solution

8

LA

6.

The solution should offer Layer 7 DDOS capabilities

The application layer detection should support:

HTTP Request limit per source

TCP Connections using same cookie

HTTP requests using the same cookie

A challenge response mechanism which will be fully transparent for the end-user

R. Anti-Web Defacement

p 8
2,

Solution should have the ability to prevent, detect and restore web defacement.

Solution should copy the content of the webserver to its own hard drive and compare on a
definable time schedule if files have been changed on the webserver

Optionally it should be possible to restore the changed files

Multiple protocols should be supported (FTP/SSH/Windows File Share) in order to maximize
compatibility with the target server platform.

S.  HTTP RFC Compliance validation
Solution should have the option to verify the HTTP RFC standards, The following objects need to be
checked and enforced:

PPD-P03-R05 | 2 [ 25/07/2018 |
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1. lllegal Host Name
2. lllegal HTTP Version
3. lllegal HTTP Request Method
4. Content Length
5. Body Length
6. Header Length
7. Header Line Length
8. Number of Header Lines in Request
9. Total URL and Body Parameters Length
10. Number of URL Parameters
11. Number of Cookies in Request
12. Number of ranges in Range Header
13. Malformed Request
14. Application Business Logic Enforcement
- The solution should be capable of enforcing start pages
- The solution should be capable of enforcing application logic by defining a set of page
access rules
- Appropriate page access methods should be learned and enforceable by the solution
- Required parameters on a given URL page should be learned and enforceable by the
solution
- Solution should be able to track the use of cookies on a URL page-by-page granularity
U. Should provide SMTP and FTP security, viral attacks, directory harvesting
V. Application Business Logic Enforcement
1. The solution should be capable of enforcing start pages
2. The solution should be capable of enforcing application logic by defining a set of page access
rules
3. Appropriate page access methods should be learned and enforceable by the solution
4. Required parameters on a given URL page should be learned and enforceable by the
solution
5. Solution should be able to track the use of cookies on a URL page-by-page granularity

5. Application Delivery Features
Load balancing

1. The solution should be capable of load balancing the protected traffic to multiple servers
2. The following algorithms should be supported
2.1. Round Robin
2.2. Weighted Round Robin
2.3. Least Connection
3. The solution should have configurable persistency features to maintain sessions to the load
balanced backend servers.

[_PPD-PO3-R05 | 2 [ 25/07/2018 |
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4. The solution should be capable of supporting the following persistency features:
4.1. Persistent IP
4.2. Persistent Cookie
4.3. Insert Cookie
4.4. ASP Session ID
4.5. PHP Session ID
4.6. JSP Session ID

5. The solution should support a connection draining mode in order to allow maintenance of a
protected server without disrupting the client experience with the application.

6. The solution should be capable of implementing health-checks for your protected servers for the
purpose of load balancing pool removal and administrator notification. This feature should work on
both load-balanced and non-load-balanced servers if desired.

6. Updating Policy

Should support manual as well as online updating of signatures

Signature updating should not cause any downtime

H. Default policies should be available in various classifications, Alert Only, Medium Security, High
Security

. Signatures should be grouped in logical, searchable dictionaries.

6 m

7. Device Administration, Monitoring and Reporting

a. Logging and Reporting
A. The solution should be able to locally store event (audit) information.
The solution should be able to locally store alert information.
The solution should be able to locally store traffic information.
The solution should be able to send all log types above to an external syslog server or SNMP
The alert information should contain at least the following information:
a. Source to Destination connection information
Extensive packet header information
Raw and Hex body presentation for POST parameters
Full Parameter view
Highlighting the attack in the attack log
With cookie alerts show the alerted cookie and changed values
The solution should aggregate logging per day and per attack type
The log should show both original encoding and decoded values for analysis
F.  Log should be able to provide top attacks, top source and countries of attacks in GUI
Should be able to create customized reports
H. Should be able to provide PCI DSS compliance and reporting
. Should be able to group incidents with violation correlation
b. Data Analytics
1. The solution should have a dashboard for data analytics in which you can see:

moonw

Tm e a0 o
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Yid.1.

1.1.2.
1:1.3.
1.1.4.

c. Blocked IP’s
The solution should have a view of all blocked IP addresses and the blocked time period.

From the above view it should be possible to release the blocked IP addresses.
Should provide HTTPS and SSH interface for management
Should have multiple config version option on the appliance

1.

B W

8. Support and Training

E.

Can create custom reports filters for hits, attacks, Data, etc. based on country,
application, IP, etc.

Exportable reports to Excel, PDF, etc.

Clickable view of the various attacks per website

Zoom-able world map with color coding of attacks

The responding company will describe the professional services structure for the proposing vendor
Support should be available 24/7/365 according to follow the sun principle

Local partner of the vendor must have trained personnel and an available stock of hardware /
software in order to provide an immediate response

Official training for AAUP responsible team and security member.
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