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Electromagnetic Signatures of Human Skin in the Millimeter
Wave Band 80-100 GHz

Amani Y. Owda”, Neil Salmon, and Nacer-Ddine Rezgui

Abstract—Due to changes in global security requirements attention is turning to new means by which
anomalies on the human body might be identified. For security screening systems operating in the
millimeter wave band anomalies can be identified by measuring the emissivities of subjects. As the
interaction of millimeter waves with the human body is only a fraction of a millimeter into the skin
and clothing has a small, but known effect, precise measurement of the emission and reflection of this
radiation will allow comparisons with the norm for that region of the body and person category. A
technique to measure the human skin emissivity in vivo over the frequency band 80 GHz to 100 GHz is
developed and described. The mean emissivity values of the skin of a sample of 60 healthy participants
(36 males and 24 females) measured using a 90 GHz calibrated radiometer were found to range from
0.17+0.005 to 0.68+0.005. The lower values of emissivity are a result of measuring particularly thin
skin on the inner wrist, volar side of the forearm, and back of hand, whereas higher values of emissivity
are results of measuring thick skin on the outer wrist, dorsal surface of the forearm, and palm of hand.
The mean differences in the emissivity between Asian and European male participants were calculated
to be in the range of 0.04 to 0.11 over all measurement locations. Experimental measurements of the
emissivity for male and female participants having normal and high body mass index indicate that the
mean differences in the emissivity are in the range of 0.05 to 0.15 for all measurement locations. These
results show the quantitative variations in the skin emissivity between locations, gender, and individuals.
The mean differences in the emissivity values between dry and wet skin on the palm of hand and back
of hand regions were found to be 0.143 and 0.066 respectively. These results confirm that radiometry
can, as a non-contact method, identify surfaces attached to the human skin in tens of seconds. These
results indicate a route to machine anomaly detection that may increase the through-put speed, the
detection probabilities and reduce the false alarm rates in security screening portals.

1. INTRODUCTION

The detection of concealed threats on the human body in transport networks and border crossings
poses an international challenge for the development of effective stand-off and portal security screening
systems [1, 2]. The millimeter-wave (MMW) band is the region of the electromagnetic spectrum between
the microwave and terahertz bands, covering the frequency ranges (30-300) GHz [3,4]. With a high
atmospheric transmission and little attenuation through textile materials and clothing, images can be
formed of objects on persons concealed on or under their clothing [5] with high detection probability;
a capability which is driving the developments of this security screening technology [6-11]. Imaging
applied to security screening applications can either be achieved passively (radiometrically), where the
natural thermal radiation emitted and reflected by the object is used or actively (radar), where the
transmitter provides artificial MMW radiation to illuminate the subject and the image is formed from
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the reflected radiation [12]. Passive millimeter wave images are free from artefacts such as speckle and
glint as the illuminating radiation from the human body is spatially incoherent. This means that all
regions of the human body down to the skin can be screened for concealed threats with a technology
that potentially generates little or no false alarms [13].

The levels of emissivity and reflectivity are determined by the relative complex permittivity of a
medium, and these have been measured for human skin in the microwave and MMW frequency bands
at specific frequencies and over limited number of participants and measurement locations by using an
open ended coaxial probe in contact with the human body [22, 30,41-43]. Due to the limited measured
data, different theoretical models are often used to predict the relative complex permittivity of the
skin, such as the Cole-Cole model and Debye model [43-45]. These studies indicate variations in the
relative complex permittivity and the reflectivity of the skin with frequency. However, none of these
studies indicates that there is a well validated signature for the human skin over the whole of the MMW
frequency band. Therefore, measurement and validation of the human skin signature at the MMW
frequency bands is required to bridge this gap.

The key innovation in this work is in recognizing that signatures from the human body enabling
regions of the body to be identified as skin (as opposed to concealed threat) are very subtle and then
in designing a system to measure and characterize the skin for this purpose. These signature variations
from the skin are small (down to tens of milliKelvin), with changes taking place on scale lengths of a
centimeter or so. This opportunity has been overlooked until now by the security screening community,
as the sensitivities of existing passive millimeter wave imagers are typically in the region of a few Kelvin
and with spatial resolutions greater than one centimeter. Consequently, anyone who would have looked
would not have observed these subtle effects of the skin. The development of a precisely calibrated
radiometer having a radiometric sensitivity of 5.0 mK with a centimeter spatial resolution on the skin
has enabled new measurements of the human body to be made, for exploitation in the field of security
screening of people.

The main advantages of the technique presented in this paper are: 1) human skin signatures
can be measured without exposing the human body to any type of artificial or man-made radiation, 2)
radiometric sensitivity is sufficient to identify surfaces attached to the human skin such as liquid, metallic
and non-metallic objects. Furthermore, materials intentionally attached to the skin, having dielectric
properties identical with human skin (to achieve a false negative in a security screening system), will be
identified by their differential radiation temperatures, something which an active system cannot achieve,
3) the measurements can be made in tens of seconds using a non-contact sensor with high precision, and
4) the system is free from artefacts of speckle effects and multipath problems since spatially incoherent
emission is used [12,13].

In Section 2 the experimental work for measuring the human skin emissivity is discussed. This
describes the experimental setup and mathematical equations, radiometric calibration, methodology
of measuring the human skin emissivity and methodology of data processing. Section 3 presents the
experimental results for both genders at different measurement locations on the hand, and emissivity
measurements for dry and wet skins, emissivity measurements for participants having Asian and
European ethnicities, and emissivity measurements for participants having normal and high body mass
indices. Section 4 discusses the implications for security screening. Section 5 discusses all experimental
results, and Section 6 presents overall conclusions and recommendations for future work.

2. EXPERIMENTAL WORK

This section of the paper contains technical details about the experimental work conducted in this
research. An experimental setup, with absolute calibration methodology, is introduced and discussed.
A block diagram with detailed information about the methodology of data processing is presented.

2.1. Participants

Sixty healthy adult participants (36 males and 24 females) having a variety of ethnicities, ages, and
body mass indices were measured in this research project. The participants have ages ranging from 20
to 67 years. The participants have a mean and a standard deviation (£SD) in mass: 72.54+13.92 kg,
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and height: 1.66 £0.099 m. Male group comprised: 12 Europeans, 12 Asians and 12 others of different
ethnicities (American, African ...etc). The female group consisted of 12 Europeans and 12 Asians. The
ethics of the study was approved by the Ethics Committee of Manchester Metropolitan University and
a written consent form was obtained from each participant.

2.2. Measurement Equipment

A radiometer measures the thermal (Planck) radiation, and for radiation frequencies below the mid-
infrared band the intensity of the emission is directly proportional to the temperature of the object,
enabling images to be calibrated in degrees Kelvin [14]. The level of thermal emission emitted from
human skin can be measured experimentally, applying a linear calibration, using black body emission
sources [15]; one at the temperature of the background, Ty and the other held at a lower temperature,
Tc. For a direct detection radiometer, the system response is assumed to be linear and the output
voltage of the receiver for an ambient temperature source calibration Vy is [15]:

Vg =« (TH + TN) (1)

where, a is the receiver responsivity measured in V/K, and Ty is the receiver noise temperature in K.
For the liquid Nitrogen source calibration, the output voltage of the receiver Vi is [15]:

Ve =a(Te +Ty) (2)
and for the human skin target, the output voltage of the receiver Vg is:
Vs=a(Ty+Tn), (3)
where, T} is the radiation temperature of the human skin given by:
Ty=(1-n)Ty+ T (4)

where the skin has an emissivity of 7, a thermodynamic temperature of Tg, and Ty is the background
illumination temperature [16]. From Egs. (1) to (4), and equating Ty to T, the emissivity of the human
skin can be expressed as [17]:

n = (Ve = Vi) (T — To) 5)
(Ts —Tu)(Ve — Ve)
The minimum detectable radiation temperature variation ATy, for a radiometer is given by the
radiometer equation, namely:

Ta+T

% (6)
Bt

where t is the post-detection integration time, Tk the receiver noise temperature, B the receiver

bandwidth, and T4 the antenna radiation temperature, effectively the radiation temperature of the

source in front of the antenna [15]. This constitutes the random uncertainty in the measurements for

radiometers of this type.

Although human skin is the largest multifunctional organ in the human body, to date insufficient
attention has been paid to human skin signatures over the MMW frequency band for security screening
purposes. A number of researchers investigated the electromagnetic response of the human skin over
this band for medical purposes only [18-22]. These are useful resources to explore the capabilities for
security screening by the identification of anomalies on the human body which may be suggestive of
a concealed threat, which is the subject of this paper. Measurement and validation of the emissivity
of human skin at MMW frequency bands is an essential requirement, to help assess the feasibility of
increasing the detection probabilities and reducing the false alarm rate when screening at, for example,
entrances to airport departures lounges [23]. Exploiting this in machine anomaly detection reduces the
possibilities for deception in security screening portals [13, 23].

A direct detection radiometer sensitive over the frequency band 80-100 GHz was used for measuring
the human skin emissivity of a sample of 60 healthy participants. The measurement equipment
comprises: a horn antenna connected to a radiometer (consisting of a two-stage low-noise amplifier
(type: monolithic millimeter wave integrated circuit (MMIC) LNA, gain: 20 dB; zero bias diode detector
(type: MMIC wideband ZBD, power 10.0 uW) and buffer amplifier (type: MMIC wideband buffer

ATmin =
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amplifier, power: 20 dBm, and voltage: 5.0 V). The radiometer is connected through a coaxial cable to
a digital voltmeter and through wires to a DC power supply, as illustrated in Figure 1. The W-band
horn antenna (type: AS4341, manufacturer: Atlan Tec RF) has a rectangular aperture (30 x 25 mm?)
and a nominal gain of 20dBi over the frequency band (80-100) GHz. The radiometer (type: MMIC
detector, manufacturer: MMIC Solutions) has a rectangular shape and dimensions (length = 70 mm,
width = 30 mm, and thickness 15 mm) and a 20 GHz radiation bandwidth and radiometric sensitivity
of 5,0mK. A digital voltmeter (type: digital voltmeter, manufacturer: Keysight Technologies) with a
precision of 0.1 mV was used to measure the output voltage level of the thermal emission. This precision
is responsible for a systematic measurement uncertainty in the system. The complete system, except
for an opening for the subject, was enclosed in an anechoic region, made from carbon loaded absorbing
foam. This prevented radiation from external sources, be it from the outdoors or other people in the
environment, getting into the system to corrupt signals.

— > Wall of Foam Absorber

(Anechoic Chamber)

DC Power Supply

Digital Voltmeter

MMIC Detector

Horn Antenna

Figure 1. The main elements of the experimental work: A horn antenna connected to the MMIC
detector. The detector is connected through a coaxial cable to a digital voltmeter and through wires to
a DC power supply. A wall of carbon loaded absorbing foam surrounds the system.

2.3. Calibration and Initial Measurements

The radiometer was calibrated by comparing the measured data from subjects with the emission levels
from known standard sources [24]. The standard sources were carbon loaded foam absorbers at liquid
Nitrogen (77 K) and ambient (293 K) temperature, as illustrated in Figure 2. The cold load calibration
measurements were taken within 5.0 seconds or less before the liquid Nitrogen evaporated, which is a
standard measurement procedure. The carbon foam absorbers (type: Eccosorb AN-73, manufacturer:
Laird) had a rectangular shape and dimensions (length = 170 mm, width = 150 mm, and thickness
10 mm). These dimensions were chosen to fill the beam pattern of the horn antenna, thereby minimizing
systematic uncertainties. The measured emissivity values of the foam absorbers are greater than 0.99
over the frequency band 80-100 GHz [37-38|, thus they behave as good approximations to a black
body emitter. The difference in temperature between the hot and the cold load is ~216 K, this large
difference reducing the systematic uncertainties in the emissivity measurements to a minimum. The
calibration Y-factor, defined as the ratio of receiver output when measuring the hot black body source to
that measuring the cold source, was 1.408. These measurements were taken from ten experiments and
repeated 5-10 times at each experiment, the calibration measurements were repeated 5-10 times and
they were consistent. This indicates that the radiometer had a good long-term measurement stability.

The amount of self-emission reflected back from subjects was investigated by placing a metal plate
perpendicular to the beam a distance 1.0cm from the horn antenna beam. The mean level of self-
emission reflected back from the metal plate (100% reflective surface) was measured to be in the range
of 294-295 K with a standard deviation of +1.0 K. These results show that the radiation temperature
from the metal plate is approximately the same as the ambient temperature, meaning there is no
spurious emission from the radiometer or glint effects to corrupt measurements [25].

It is a well-known fact that the fluorescent lighting generates a low level (few Kelvin) of MMW
radiation, modulated at 100 Hz, double the frequency of the mains electricity supply [25]. Millimeter-
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a) Hot load. ambient temperature source calibration b} Cold load, liquid nitrogen source calibration
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"| 5.0cm [*
10 Litre LN2Bucket

Figure 2. Ambient temperature and liquid Nitrogen calibration sources.

Wave emission emitted from a fluorescent light located ~5.0cm from the horn antenna (where the
measurements are conducted) was found to increase the radiation temperature measured by the
radiometer by an amount 62-74 K; a mean value of 67.5 K with a standard deviation of £4.0 K. When
the fluorescent light was located directly in the beam of the horn antenna (where the maximum increase
in radiation temperature is observed), the radiation temperature was found to increase by an amount
80-100 K; a mean value of 84.3 K with a standard deviation of +8.0 K. For this reason, all fluorescent
lights were turned off in the laboratory during the measurements.

2.4. Methodology for Measuring the Human Skin Emissivity

The horn antenna was located at a distance ~5.0 cm from three different radiation sources: 1) ambient
temperature source calibration (see Figure 2(a)), 2) liquid Nitrogen source calibration (see Figure 2(b))
and 3) the human skin (see Figure 3). The distance 5.0 cm has been chosen as an optimal distance for
an existing measurements system. This distance is chosen for convenience, to minimize the chances of
subjects accidentally touching and moving the measurement apparatus. A greater distance between the
measured subject and the horn antenna would lead to measurements having poorer spatial resolution.
A digital voltmeter with 0.1 mV resolution was used to measure the output voltage for the target area
of the skin and the calibration sources, and an infrared thermometer with absolute accuracy 0.01°C was
used to measure the skin surface temperature, and the thermodynamics temperature of the calibration
sources. Error propagation through Eq. (5) indicates that the systematic uncertainty is +0.005, whereas
error propagation from Eq. (6) indicates that the random error in the minimum detectable radiation
temperature is 5.0 mK.

Foam Absorber

Scene Radiation

Human Skin Radiation Dec Power Supply

Radiometric Radiation 5
5V

S A
b Coaxial Cable

+  Digital
Voltmeter

Radiometer

Figure 3. Experimental measurements for human skin emissivity.
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The following block diagram summarizes the methodology and the statistical analysis for human
skin emissivity measurement:

T R

Step: 1
7 p

Step: 11

Calibrate the radiometer & measure the following:

. . Make comparison for the human
The receiver noise temperature

kin signatur n male an
The Y-factor skin signature between male and

R i female participants.

Step: 2 N

A4

Test the radiometer self-emission by using a metal

Step: 10

plate (100% reflector). For the whole populations:

Test the MMW emission from fluorescent lights DitplagiEnalsfanalesdatan

and turn them off if levels are perturbing the SEpaaigenhe

measurement.

Step: 3 Step: 9

Measure the level of thermal emission from .
Use Eq. (5) to estimate and
different region on the arm for all 60 healthy . .
analyze the systematic uncertainty.

artici ts.
pariicipants +0.005

Step: 4

v

Measure the thermodynamics temperature of the

Step: 8

. .. . For each participant calculate:
skin by using infrared thermometer directly before

. .. The mean and the standard
and after measuring the level of thermal emission.

deviation of the emissivity at each

measurements location.

Step: 5
y | Step: 7
Repeat the measurements in steps three and four Read the data file and use Eq. (5)
(5-10) times for each measurements location. to calculate the emissivity of the

skin at each location.

Step: 6

Figure 4. Methodology of data processing and statistical analysis.

3. EXPERIMENTAL RESULTS

Emissivity measurements were performed on 60 healthy participants over the frequency band 80 GHz—
100 GHz. The measurements were made at six locations on the body and these were: 1) palm of hand,
2) back of hand, 3) inner wrist, 4) outer wrist, 5) volar side of the forearm, and 6) dorsal surface of the
forearm as illustrated in Figure 5. These locations were chosen to provide variations in skin thickness
and water content.
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. Dorsal Surface of the Forearm
Back of Hand Outer Wrist “~

Palm of Hand Inner Wrist Volar Side of the Forearm

Figure 5. Six locations on the arm where the emissivity of the human skin was measured.

3.1. Male Skin Signatures

The measurements in Figures 6, 7 and 8 represent the mean emissivity for 36 male participants, with
error bars representing the systematic uncertainty. The measurements show variation in emissivity
between individuals and locations on the arm. These variations are due to the differences in skin
thickness and the number of blood vessels (which raises the water content) which varies from one
location to another and between individuals [26,27]. The emissivity from males was found to range
from 0.18 to 0.68, with mean (p) and standard deviation (o) for all measurement locations being 0.401
and 0.0865 respectively. In general, lower values of emissivity are a result of measuring particularly
thin skin on the inner wrist, back of hand, and volar side of the forearm [27], whereas higher values of
emissivity are results of measuring thick skin on the outer wrist, palm of hand, and dorsal surface of the
forearm [28]. Error propagation analysis through Eq. (5) indicates that the experimental measurements
uncertainty is +0.005. Table 1 shows the mean, the standard deviation, and the standard error in the
mean (o/y/n, where n is the number of participants) for a sample of 36 male participants at the six
measurements locations presented in Figures 6, 7, and 8:

Table 1. Statistical analysis for emissivity measurements performed on a sample of 36 males.

Location Mean Emissivity | Standard Deviation | Standard Error in the Mean
Outer Wrist 0.396 0.0606 0.0101
Inner Wrist 0.343 0.0639 0.0106
Palm of Hand 0.451 0.0997 0.0166
Back of Hand 0.385 0.0844 0.0140
Dorsal Surface 0.449 0.0778 0.0129
Volar Side 0.381 0.0725 0.0121

Experimental measurements in Figures 6, 7, and 8 indicate differences in the mean emissivity
values between the thicker skin regions of the hand (the outer wrist, the palm of the hand and the
dorsal surface of the forearm) and the thinner skin regions of the hand (the inner wrist, the back of the
hand and the volar side of the forearm) for all male participants. Statistical analysis on a sample of
36 male participants indicates that the mean differences in the emissivity values between the outer and
the inner wrist, the palm of the hand and the back of the hand, and the dorsal and the volar regions
are: 0.0529, 0.0658 and 0.0675 with a sample standard deviation in the differences of 0.0345, 0.0531 and
0.0319 respectively. These differences are due to the skin thickness and water content (blood vessels)
that varies with location and between individuals [26, 27]. The thinner skin regions with blood vessels
closed to the skin surface makes the skin more reflective and this results in higher reflectance (R) and
lower emissivity (n =1 — R).

Although the emissivity measurements in Figures 6, 7, and 8 suggest possible trends related to
the age of the participants, it is still too early to draw conclusions as the numbers of participants in
each age category are too small. Therefore, it is recommended that further measurements needed to be
conducted to address variation in emissivity with age.
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Figure 6. Mean emissivity for inner and outer wrist skin for a sample of 36 male participants. The
participants’ ages are as follows:1) 20, 2) 20, 3) 21, 4) 22, 5) 22, 6) 22, 7) 23, 8) 23, 9) 23, 10) 24, 11)
24, 12) 25, 13) 26, 14) 26, 15) 26, 16) 26, 17) 27, 18) 28, 19) 29, 20) 29, 21) 30, 22) 31, 23) 31, 24) 32,
25) 34, 26) 35, 27) 37, 28) 37, 29) 40, 30) 40, 31) 42, 32) 42, 33) 45, 34) 52, 35) 58 , 36) 67.
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Figure 7. Mean emissivity for palm of hand and back of hand skin for a sample of 36 male participants.
The participants’ ages are as in Figure 6.

3.2. Female Skin Signatures

The measurements in Figures 9, 10 and 11 represent the mean emissivity for 24 female participants,
with error bars representing the systematic uncertainty. The mean emissivity of the samples over all
measurement locations is 0.383 with a standard deviation of 0.0839 and experimental measurement
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Figure 8. Mean emissivity for dorsal surface and volar side for a sample of 36 male participants. The
participants’ ages are as in Figure 6.

uncertainty of £0.005. Table 2 shows the mean, the standard deviation, and the standard error in the
mean for a sample of 24 female participants at six measurement locations:

Table 2. Statistical analysis for emissivity measurements performed on a sample of 24 females.

Location Mean Emissivity | Standard Deviation | Standard Error in the Mean
Outer Wrist 0.378 0.0654 0.0134
Inner Wrist 0.313 0.0620 0.0127
Palm of Hand 0.430 0.0951 0.0194
Back of Hand 0.371 0.0865 0.0177
Dorsal Surface 0.438 0.0659 0.0135
Volar Side 0.365 0.0549 0.0112

The measurements in Figures 9, 10 and 11 show a similar trend to that of the males in terms of
differences in the mean emissivity values between the thicker skin region and the thinner skin region.
Statistical analysis on a sample of 24 female participants indicates that the mean differences in the
emissivity values between the outer and the inner wrist, the palm of the hand and the back of the hand,
and the dorsal and the volar regions are: 0.0646, 0.0589 and 0.0729 with a sample standard deviation
in the differences of 0.0394, 0.0375 and 0.0449, respectively.

3.3. Male and Female Skin Signatures in Dry and Wet States

In security screening, the radiometric sensitivity should be sufficient to sense different surfaces attached
to the human skin such as liquid and metallic objects. With a metallic object MMW radiation has
a clear signature, and this can be identified by using either active or passive MMW imaging systems.
However, for the materials intentionally attached to the skin and having dielectric properties identical
with human skin, a passive system can identify this anomaly by measuring radiation temperature of



88 Owda, Salmon, and Rezgui

0.6 T T T T T T T
* Quter Wrist Skin Emissivity

X Inner Wrist Skin Emissivity

E3

0.55

0.5 - 3

0.4 - x ¥

0.35 - X £ ¥ X E3 f

Mean Emissivity
b
b
b
bl
b4

03 X

0.2 - -

0.15 1 | | 1 1 1
12 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24

Female Participants
Figure 9. Mean emissivity for inner and outer wrist skin for a sample of 24 female participants. The
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Figure 10. Mean emissivity for palm of hand and back of hand skin for a sample of 24 female
participants. The participants’ ages are as in Figure 9.
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Figure 11. Mean emissivity for dorsal surface and volar side for a sample of 24 male participants. The
participants’ ages are as in Figure 9.

the skin, whereas an active system will not be able to do this as it only measured reflectivity. It is a
known fact that the electromagnetic properties of water dominate the electromagnetic properties of the
skin over the MMW bands [29]. Therefore, this experiment investigates the ability of the radiometer to
identify and sense water (H2O) on the skin surface. The experiments were performed on 16 participants
(10 males and 6 females) and on two measurement locations; the palm of the hand and the back of the
hand skin. The methodology for measuring the emissivity of wet skin can be summarized as follows:

1) the target area of the skin was placed in a bowl of water for one minute, 2) then the hand
was located on a flat surface (table) with the measurement location facing upwards for a period of 2-4
minutes until the water is absorbed, 3) then wet skin was wiped using clean and dried wipes, and 4)
then the measurements were taken and repeated 5 times directly, the mean emissivity values of the
palm of the hand and the back of the hand skin before and after the application of water are illustrated
in Figures 12 and 13. Wet skin in this sense describes skin which has been saturated with water, but
contains no surface water.

Emissivity measurements in Figure 12 for normal and wet palm of hand skin indicate differences
in the mean emissivity between dry and wet skins. Statistical analysis on the data indicates that the
mean difference in emissivity for the palm of the hand skin before and after wetting with water is
~0.143 with a sample standard deviation of ~0.07, generating a standard error in the mean of 0.0175.
These differences are due to the water that increases the hydration level of the skin and this makes the
reflectance of the skin higher and the emissivity of the skin lower [30].

Experiment measurements in Figure 13 for normal and wet back of hand skin indicate differences in
the mean emissivity between dry and wet back of hand skins. Statistical analysis on the data indicates
that the mean difference in emissivity for back of hand skin before and after wetting with water is
~0.066 with a sample standard deviation of ~0.046, generating a standard error in the mean of 0.0115.
This difference is less than that of the palm of the hand skin. The thick Stratum Corneum (SC) layer
on the palm of the hand region can retain water and this makes the hydration level for the palm of
hand skin in wet state significantly higher than that of normal state [30], and therefore the difference
between the palm of the hand skin in wet and normal states is more significant compared with the back
of the hand region. Furthermore, the thickness and the ability of the SC layer to retain water vary from
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Figure 12. Emissivity measurements for normal and wet palm of hand skin performed on 10 males
(M) and 6 females (F).
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Figure 13. Emissivity measurements for dry and wet back of hand skins performed on 10 males (M)
and 6 females (F).

person to person and therefore the differences between wet and normal skin vary between individuals
and locations on the body.

3.4. Comparison between Male and Female Skin Signatures

Measurements of human skin emissivity of 36 male and 24 female healthy participants are presented in
Table 3. The measurements show that the average of male participants’ emissivity is higher than the
average of the female participants’ emissivity. This is consistent with the fact that male skin is thicker
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than that of female skin for all ages [31-33]. This can be supported with the measurements presented
in Figures 6 to 11. The measurements show that emissivity is high in the locations where the skin is
thick such as; the palm of the hand, the dorsal surface of the forearm, and the outer wrist skin, and it
is low in the locations where the skin is thin and the blood vessels are closer to the skin surface such
as; the inner wrist, the volar side of the forearm and the back of the hand skin. These measurements
show strong correlation between human skin emissivity, skin thickness and water content. This opens
a new window of research in security screening, this being the identification of boundaries and limits
for the emissive and reflective properties of different parts of the human body, as a means to anomaly
identification.

Table 3. Mean emissivity values for male and female participants on all measurements locations.

Location Mear(llvlzl;?;z)s ity SD (Males) Me?%jﬂii:}l)vmy SD (Females)
Outer Wrist 0.396 0.0606 0.378 0.0654
Inner Wrist 0.343 0.0639 0.313 0.0620
Palm of Hand 0.451 0.0997 0.430 0.0951
Back of Hand 0.385 0.0844 0.371 0.0865
Dorsal Surface 0.449 0.0778 0.438 0.0659

Volar Side 0.381 0.0725 0.365 0.0549

3.5. Skin Signature for Male and Female Participants Having European and Asian
Ethnicities

The measurements presented in this section of the paper are from 48 participants from two different
ethnicities; European and Asian from both genders (24 male (12 European and 12 Asian), and 24 female
(12 European and 12 Asian)). The measurements in Figures 14 and 15 represent the mean emissivity
for male and female groups with error bars representing the systematic uncertainty.

Experimental measurements in Figure 14 indicate that the mean emissivity for the sample of Asian
males is lower than that of European males at all measurement locations. The mean values of the
differences in emissivity between Asian and European males were calculated to be ~0.04 for the inner
wrist and the outer wrist locations, ~0.085 for palm of hand, back of hand and volar side locations, and
~0.11 for the dorsal surface location. These differences are likely to arise due to Asian skin being thinner
than that of European skin and hydration levels and the water contents of the Asian skin being higher
than that of European skin [34-36]. This makes Asian skin more reflective compared to European skin
and as a result the mean emissivity of Asian participants is lower than that of European participants
at all measurement locations. The standard deviations in the emissivity measurements for Asian and
European male participants are summarized in Table 4 as follows:

Table 4. Standard deviation for Asian and European male participants at six measurement locations.

Location SD for Asian Males | SD for European Males
Palm of Hand +0.081 40.080
Back of Hand +0.089 +0.073
Inner Wrist +0.047 +0.074
Outer Wrist 40.054 40.064
Volar Side of Forearm +0.041 +0.081
Dorsal Surface of Forearm 40.051 40.068
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Figure 14. Mean emissivity of 24 male participants having Asian and European ethnicities at six
locations: 1) palm of hand, 2) back of hand, 3) inner wrist, 4) outer wrist, 5) volar side, and 6) dorsal
surface of the forearm.
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Figure 15. Mean emissivity of 24 female participants having Asian and FEuropean ethnicities at six
measurements locations identified in Figure 14.

The measurements in Figure 15 indicate that there are differences in the mean emissivity values
of skin between the Asian and European female samples, the measurements showing a similar trend to
that of the males. However, the mean differences in the emissivity values between the two female groups
were calculated to be in the range of 0.014 to 0.038 for all measurements locations. These differences
are lower than that of the male groups. The standard deviation for Asian and European female groups
is calculated and summarized in Table 5.
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Table 5. Standard deviation for Asian and European female participants at six locations.

Location SD for Asian Females | SD for European Females
Palm of Hand +0.072 +0.103
Back of Hand +0.065 +0.097
Inner Wrist +0.054 +0.065
Outer Wrist +0.045 +0.048
Volar Side +0.053 +0.054
Dorsal Surface +0.050 +0.060
0.6 :
%* Male Particinants with High Body Mass Index
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Figure 16. Mean emissivity for a sample of 10 male participants having normal and high body mass
index on: 1) palm of hand, 2) back of hand, 3) inner wrist, 4) outer wrist, 5) volar side, and 6) dorsal
surface of the forearm.

3.6. Skin Signature for Male and Female Having Normal and High Body Mass Index

Human skin becomes thicker with increasing body mass index (BMI) for both genders at any age [39],
so variability in the emissivity of the skin from suitably selected participants was investigated. The
measurements were performed on 20 participants (10 males and 10 females) having normal and high body
mass index. For the purpose of this study, participants with BMI ranging between (18.5-24.9) kg/m?
were classified as having normal BMI, whereas participants with BMI ranging between (25.0-29.9) kg /m?
were classified as having high BMI [40]. Experimental measurements of the mean emissivity values of
males with high and normal BMI are shown in Figure 16, with similar plots for females shown in
Figure 17, with the corresponding values of the standard deviations shown in Tables 6 and 7.

Experimental measurements of the skin emissivity of males indicate that those with high BMI
have on average an emissivity ~0.0981 higher than those with normal BMI, with the differences in the
mean emissivity values across the different locations varying from ~0.05 to ~0.15. These differences are
consistent with the fact that human skin is getting thicker with increasing the BMI [39], a consequence
of this being that blood vessels are further from the surface of the skin.

Experimental measurements of skin emissivity of females indicate that those with high BMI have
on average an emissivity ~0.095 higher than those with normal BMI, with the differences in the mean
emissivity values across the different arm locations varying from ~0.06 to ~0.14, a result similar to the
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Table 6. Standard deviation for 10 male participants having normal and high body mass index.

Location Standard Deviation for Males Standard Deviation for Males
with Normal BMI with High BMI
Palm of Hand +0.039 +0.049
Back of Hand +0.043 +0.069
Inner Wrist +0.028 +0.046
Outer Wrist +0.0136 +0.064
Volar Side of Forearm +0.0567 +0.077
Dorsal Surface of Forearm +0.078 +0.067

Table 7. Standard deviation for 10 female participants having normal and high body mass index.

Location Standaljd Deviation for Standard. Dev%ation for Female
Female with Normal (BMI) with High (BMI)
Palm of Hand +0.015 40.054
Back of Hand +0.025 +0.052
Inner Wrist +0.005 40.008
Outer Wrist +0.02 +0.021
Volar Side of Forearm 40.005 +0.027
Dorsal Surface of Forearm +0.045 +0.042
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Figure 17. Mean emissivity for a sample of 10 female participants having normal and high body mass
index at six measurement locations identified in Figure 16.

male group. However, the measurements of male emissivity indicate a larger scatter, this being 0.29 and
0.553 for those of normal and high BMI respectively. The corresponding scatter in the female group is
0.29 and 0.47 for normal and high BMI individuals. As with previous measurements these also indicate
that the mean emissivity of males is ~ 0.038 higher than those of females.
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4. IMPLICATIONS FOR SECURITY SCREENING

The implications of having model emissivities for different regions of the human body and different
genders, ethnicities, body mass index and age groups, is that security screening of persons can become
more of an automated process. As radiometry is used in the estimation of emissivity, any attempts at
deception, by substituting a human skin surrogate over the body will be recognised as it will not fit
the expected characteristics. This is because the emissivity is derived from the amount of radiation
emitted by the body, not just from its reflection properties. This means that skin surrogates will be
recognised even if they have exactly the same electrical properties as human skin. An active (coherent
wave) illumination system will not have this capability, as it measures reflectivity directly. In a walk-
through portal screening system a machine would process in a matter of second the radiometric measured
emissivity from all regions of the human body together with a profile of the individual derived from
gender, age and ethnicity. In a stand-off, crowd-surveillance or check-point screening scenario a similar
process would take place, using emission data available from perhaps only one side of a subject.

5. DISCUSSION

Human skin signature for a sample of 60 participants over the frequency band 80-100 GHz indicates
that there is a scatter in emissivity measurements over a range 0.17 to 0.68, and this is much greater
than the experimental measurement uncertainty of +0.005. The measurements show that the levels of
thermal emission (emissivity and reflectance) vary consistently over different regions of the hand and
forearm, with age, gender, body mass index and ethnicity. In general, the lower values of the mean
emissivity are a result of measuring particularly thin skin on the inner wrist, volar side and back of
hand, whereas higher values of mean emissivity are results of measuring thick skin on the outer wrist,
dorsal surface and palm of hand. The measurements also show variation in emissivity from person to
person, and at different locations on the human body. Estimating the sample mean emissivity values
for the 36 males and 24 females separately for all measurement locations indicates that the difference
between male and female emissivity is ~0.02. This finding is consistent with the skin of males being
thicker than that of females [31-33].

Experimental measurements of the differences in the emissivity between dry and wet skins on the
palm of hand and back of hand regions indicate that radiometric sensitivity over the frequency band
80-100 GHz is sufficient to sense surfaces attached to the human skin. The measurements show a clear
signature between normal skin and skin with water and this signature varies from person to person
and between regions on the human body. The differences between wet and normal palm of hand skin
are more significant than that of back of hand skin, and this is due to the thick (SC) layer that can
retain water and make the hydration level for the palm of hand skin significantly higher in a wet state
compared with a normal state. These results confirm that radiometry can identify surfaces attached
to the human skin in tens of seconds and in the absence of any contact with or pat-down search of
non-contact with the human body.

Experimental measurements of the mean emissivity of a sample of 24 male participants having Asian
and European ethnicities show that the mean emissivity of male participants having Asian ethnicity is
lower than that of male participants having European ethnicity over all measurement locations. The
mean differences in emissivity values between Asian and European male participants were calculated
to be in the range of 0.04 to 0.11. These differences are likely to be due to higher hydration level and
thinner skin of Asian male participants [34-36].

Experimental measurements of the mean emissivity of a sample of 24 female participants having
Asian and European ethnicities show that the mean emissivity of female participants having Asian
ethnicity is lower than that of female participants having European ethnicity over all measurement
locations. The mean differences in emissivity values between Asian and European female participants
were calculated to be in the range of 0.014 to 0.038. Again, it is likely that these differences are due to
thinner skin and higher hydration levels of female participants having Asian ethnicity compared with
Europeans [34-36].

Experimental measurements of the mean emissivity of male and female groups having normal and
high body mass index show that male and female groups with high BMI have higher mean emissivity
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at all measurement locations compared with those having normal BMI. The mean differences in the
emissivity values between the two male groups are calculated to be in the range of 0.05 to 0.15 for all
measurement locations, these differences are also similar between the two females group. These results
confirm that there are strong correlations between the skin thickness, the body mass index and the
emissivity of the skin over the millimeter-wave frequency band (80-100) GHz for both genders.

It is recommended that further measurements are made on larger and more varied groups of
individuals and overall body regions to provide statistics about the emissive and reflective properties of
the human skin. This might be done on the skin directly and also on regions covered with clothing at
ranges of frequencies over the millimeter wave frequency bands, the lower frequencies offering greater
penetration into layers of clothing and down to the skin. The higher frequencies offer higher resolution.
This will lead to greater understanding of human skin signature at the MMW frequency bands. When
this is done, expected emissivity values can be identified at each location on the human body and these
values can be compared with the measured emissivity from a template ensemble of recognised responses
on an automated basis at security screening portals. Any deviation from the norm might identify
anomalies. This will increase the detection probabilities, reduce the false alarm rate, and ensure high
throughputs at entrances to future airport departure lounges and transport networks. An overview of
the statistical analysis for the differences in the mean emissivity values between different locations and
groups are summarized in Table 8:

Table 8. Overview of the statistical analysis for the human skin measured emissivity values.

Locations or Group

Differences in Emissivity
+SD Males Participants

Differences in Emissivity
+SD Females Participants

Palm and Back of Hand

0.0658+0.0531

0.0589+£0.0375

Inner Wrist and Outer Wrist

0.0529+0.0345

0.0646+0.0394

Dorsal Surface and Volar Side

0.0675+0.0319

0.0729+0.0449

Dry and Wet Palm of Hand
Dry and Wet Back of Hand

0.1484+0.074
0.05610.045

0.13540.054
0.0833+0.039

Normal and High BMI

Differences Range: 0.05-0.15
SD for Normal BMI: +0.0704
SD for High BMI: +0.0797
For All Six Locations

Differences Range: 0.06 to 0.14
SD for Normal BMI: £0.0446
SD for High BMI: +0.0549
For All Six Locations

Asian and European
Participants

Differences: 0.04-0.11
SD for Asian: £0.0726
SD for European: +0.098
For All Locations

Differences: 0.014-0.038
SD for Asian: +0.0723
SD for European: £0.0875
For All Locations

6. CONCLUSIONS

A radiometer effective over the frequency band 80-100 GHz has been investigated and characterized
for measuring the human skin signature of a sample of 60 healthy participants. The system was
calibrated absolutely using liquid Nitrogen and ambient temperature sources. These measurements
were used to characterize self-emission and millimeter wave radiation from a metal plate and fluorescent
lights. The mean level of the self-emission reflected back from a metal plate was typically +1.0 K above
the background. Millimeter-wave emission emitted from a fluorescent light was found to increase the
radiation temperature of the radiometer in the range of 62-74 K with a standard deviation of +4.0 K.

Radiometric measurements made on a sample of 60 participants show that the mean emissivity
of human skin varies from 0.17 to 0.68 over the 80 GHz to 100 GHz band. These variations are due
to the differing water content and skin thicknesses of the participants. Statistical analysis on the data
indicates that the mean emissivity of males over all measurements locations is higher than that of
females by ~0.02. This supports the knowledge that on average the skin of males is thicker than that
of females [31-33].
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Experimental measurements of a sample of 36 male participants indicate that the mean differences
in the emissivity values between the palm of hand and back of hand, the dorsal and volar regions of
the forearm, and the inner and the outer wrist locations are: 0.0658, 0.0675 and 0.0529 with a sample
standard deviation of 0.0531, 0.0319 and 0.0345 respectively. For female participants, the sample mean
of the differences in the emissivity values between thinner and thicker skin regions were found to be:
0.0589, 0.0729 and 0.0646 respectively with a standard deviation of 0.0375, 0.0449, and 0.0394. These
measurements indicate differences in the mean emissivity between the thinner and the thicker skin
regions.

Experimental measurements of a sample of 16 participants (10 males and 6 females) indicate that
the mean differences in the emissivity values between the normal and the wet palm of hand, and the
normal and the wet back of hand skin are 0.143, and 0.066 with a sample standard deviation of 0.07,
and 0.046, respectively. This indicates strong correlation between the human skin emissivity and the
hydration level of the skin.

Experimental measurements of a sample of 48 male and female participants having Asian and
European ethnicities indicate that the mean emissivity of the Asian sample of participant is lower than
that of European sample of participants at all measurement locations, and this is due to the thinner
skin and higher hydration levels of the skin of Asians.

Experimental measurements of a sample of 20 healthy participants from both genders having normal
and high body mass index show that the group of participants with high BMI have higher mean
emissivity values at all measurement locations than those having normal BMI. These measurements
confirm a strong correlation between the human skin emissivity and the BMI, the latter being directly
proportional to the skin thickness.

Research continues in this area to understand the signature of the human skin in the millimeter
wave frequency bands and to design a full-body imaging security portal with machine anomaly detection
for rapid walk-through, high-probability of detection, low false alarm rate screening.
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